
FIA Uganda Sanctions Screening System 

User Guide for Reporting Entities 

This guide explains how to use the FIA Uganda Sanctions Screening Tool as a Reporting Entity (RE) - screening a 
single customer, running a batch file of many customers at once, reading your results, and retrieving a batch job 
later. It does not cover system administration or configuration, which are handled by FIA. 

 

1. Accessing the tool 

Open the tool's web address (https://sanction-screening.fia.go.ug/) in any modern browser (Chrome, Edge, or 
Firefox). No installation or account sign-up is needed - there are no individual user accounts for Reporting 
Entities. You identify yourself with your Entity Name and Entity Key each time you use the tool (Section 2). 

 

 

https://sanction-screening.fia.go.ug/


 

2. Entering your entity name and access key 

Every screening action starts with two fields at the top of the home page: 

● Select Your User Entity - start typing your organisation's registered name and pick it from the list that 
appears. A name that isn't on the list will not be allowed to use the tool. 

 

 

● Entity Key - the secret key issued to your organisation by FIA. Treat it like a password - do not share it 
outside your organisation. 

Once both are filled in with a recognised entity and its matching key, the Customer Name, Customer ID, and 
Bulk Screening controls below become active: 

 

Testing vs. real screenings: if you are only testing the tool (training, trying out a file format, etc.), type Any 
instead of your entity name and leave the key blank - the page tells you this directly. Searches done as "Any" are 
not tracked against your organisation for compliance reporting, and batch jobs run as "Any" cannot be retrieved 
later by key (see Section 6.4). Always use your real entity name and key for genuine customer screenings, since 
this is what FIA's compliance monitoring relies on. 



 

3. Screening a single name or ID 

With your entity and key entered, fill in: 

● Customer Name - the person's or entity's full name. 

● Customer ID - a national ID, passport number, company registration number, or similar. 

If you only have the customer's name or ID (not both), you can screen by only providing the name or ID. 
Wherever possible, obtain both the name and ID for a complete screening. 

 

 

Click Search to run the screening. 

 

 



 

4. Understanding your search results 

The Screening Results page shows what was searched (name and ID) and up to three categories of match: 

● Exact ID Matches - the Customer ID entered matches a sanctioned individual's or entity's ID exactly. 

● Typo ID Matches - the ID is very close to a sanctioned ID (a likely typo or a transposed digit or 
character), not an exact match. 

● Fuzzy Name Matches - the customer's name is similar to a sanctioned name, ranked by a fuzzy match % 
score. Higher is a closer match. 

 

 

 

 

 

 

 

 



If nothing matches in a category, that section simply shows "No direct matches found" or "N/A" - this is a 
normal, expected outcome for the great majority of everyday customers: 

 

 

 

Use the Print or Save as PDF button at the top of the results page to keep a record for your own files if needed. 
Every search - matched or not - is already logged by the tool itself for compliance monitoring at the FIA side. 

 

 

 

 

 

 

 

 

 



 

5. Viewing full sanction details 

Click any underlined Sanction Reference (e.g. QDi.421) in the results page to open the full record the tool holds 
for that sanctioned individual or entity: known aliases, sanction ID numbers, addresses, date of birth, the 
sanctions list it appears on, and the match score/type that produced the hit. 

 

 

 

 

 

 

Use Back to Search to return to the home page. 



 

6. Bulk (batch) screening 

Bulk screening lets you check many customers in one file instead of one at a time - useful for onboarding 
batches, periodic re-screening of your customer base, or any large list. 

6.1 Starting a batch job 

With your entity and key entered on the home page, click Bulk Screening to open the batch upload page: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The colored dot below the instructions is a rough load indicator, not a promise of an exact wait time - it updates 
automatically every 10 seconds: 

●   Low load - should start right away. 

●   Moderate load - some wait expected. 

●   High load - longer wait expected, most likely several other batch files are processing at once. 



This is just a guide for planning - your file is queued and will process regardless of the color, this only helps you 
judge when to expect it to start. 

Prepare your file as an Excel (.xlsx) or CSV file with these columns (exact column names): 

Column Required? Contents 
Name Yes Customer's full name 
CustomerID1 Yes Primary ID number 

CustomerID2 … CustomerID5 Only if the customer has more than one 
ID 

Additional ID numbers 

 

A batch file is currently limited to 10,000 rows and 10 MB. If you have more than 10,000 customers for 
screening, prepare multiple files of 10,000 each and screen them separately. If you regularly work with larger 
files, ask FIA whether these limits can be adjusted for your organisation. 

Click Choose File and select your prepared file - screening starts automatically as soon as you select it, there is 
no separate "Upload" button. 

6.2 Tracking progress 

The page immediately shows your job as Queued, together with a Job ID and a Copy button: 



As fuzzy name matching requires many calculations for accuracy, a file with large number of records can take 
from few minutes to few hours depending on the server load. If the screening takes a longer time, note the Job 
ID down before doing anything else (click the ‘Copy’ button to copy it and paste to notepad). It is the only way 
to retrieve your results later if you close the browser or lose the page before it finishes (Section 6.4). A progress 
bar and status line update automatically every couple of seconds while the file is processed. When done, the 
message changes to a green "Done" with the total number of matched rows and a View results link: 

 

 

 

 

 

 

 

 



6.3 Viewing and downloading results 

Click View results (or follow a saved link) to see the full breakdown, in the same three categories as a single 
search - Direct ID, Typo ID, and Fuzzy Name - each in its own paginated table with its own green Download 
button for a CSV of just that category: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

As with single search results, clicking a Sanction Reference opens the same full detail page described in Section 
5. Each downloaded CSV includes a small header block (screening date, job ID, your entity name, totals) above 
the row-by-row data, so a downloaded file is self-explanatory even opened weeks later. 



6.4 Retrieving results later 

If you closed the browser, lost the results page, or simply want to come back to a bulk screen job another day, 
go to Retrieve Bulk Job and enter the Job ID and your Entity Key: 

 

 

 

 

 

 

 

 

 

 

 

 

This works from the standalone Retrieve page, or from the same mini-form embedded partway down the batch 
upload page. 

Important: this only works for jobs that were run under your real entity name and key. A job run under "Any" 
(Section 2) has no key attached to it and cannot be retrieved this way. 

 

 

7. Compliance and data logging 

Every screening you perform - single or bulk, matched or not - is logged by the tool with the customer name and 
ID details, for FIA's compliance monitoring and reporting purposes. This is mentioned on every page of the tool 
and is not something you need to configure or opt into. 


